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COURSE LEARNING OUTCOMES:  
      
Upon successful completion of this course, students will be able to: 
1. Demonstrate the proper use of the AccessData (FTK) tool suite, data carving tools, and various Linux 
utilities to create a forensic image and analyze it.  
2. Use the Linux utility dd and a hexadecimal viewer to recover several deleted files from various file 
systems, such as FAT and VFAT. 
3. Identify components of the Microsoft Windows Registry. 
4. Describe forensic procedures for digital investigations related to mobile devices and email. 
5. Debate ethical concerns for expert witnesses associated with digital investigations.  
 
COURSE MATERIALS:  
1. Nelson, B., et al. Guide to Computer Forensics and Investigations. 5th edition, Course Technology, 
2015. 
2. Carbone, F., Computer Forensics with FTK, Packt Publishing, Ltd., 2014. 
 
COURSE REQUIREMENTS: 
 
 The successful completion of semester exams and final exam.  
 The completion of all laboratory assignments and projects.  
 The completion of all assigned readings and homework. 
 Attendance and class participation. Students are required to attend classes. 
 
An essential element of this course includes information literacy. “Information Literacy” is the evaluation and 
assessment of integrated information. Students will be able to locate, discern, and effectively use information to 
solve issues and/or problems. 
 
  
COURSE NUMBER & NAME: CST 175 – Advanced Digital Forensics 
 
LECTURE/LAB HOURS: 4 lecture hours in a computer classroom 
 
CREDITS: 4 credits 
 
PREREQUISITES: CST 171 – Digital Forensics Essentials and CST 135 – Linux 
Fundamentals  
 
COURSE DESCRIPTION: This hands-on course builds upon foundational knowledge gained 
in Digital Forensics Essentials and Linux Fundamentals courses. Students will perform detailed 
forensic analyses and produce forensic reports of findings on a series of compromised and/or 
seized system images, using tools for distributed data collection, imaging and forensics. 
Students will examine host-level data along with some network-level data and mobile device 
data, as well as systematically determine what happened and how. Students will use both open-
source and court-approved digital forensic software tools to conduct forensic examinations. 
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EVALUATION METHODS:  
 
Student performance will be evaluated using the following categories, and the final grade will be calculated 
using the following percentages: 
 
 Attendance and Class Participation    10%  
 Written Assignments      20% 
 Forensics Projects      30% 
 Semester Exams      20% 
 Final Exam        20% 
 
CLASS SCHEDULE:  
 
Week Unit/Content Learning Activities 
ONE Review of the Linux operating system.   Online readings. 
Written assignment. 
TWO Acquiring data with a Linux boot CD, 
preparing target drives for data acquisition 
in Linux, and acquiring and validating data 
with dd and dcfldd Linux commands.  
Reading: Chapter 3, Linux 
sections, in Nelson text.  
Written assignment. 
THREE Linux and Mac file structures, forensic 
procedures for Mac systems, and using 
Linux digital forensic tools, such as Sleuth 
Kit and Autopsy. 
Reading: Chapter 7 in Nelson 
text. Written assignment. 
Forensics Project 1. 
FOUR Graphic file formats, vector graphics, 
metafile graphics, digital camera file 
formats, lossless and lossy compression 
algorithms, recovering and repairing 
damage graphic files, and identifying 
unknown file formats. 
Reading: Chapter 8 in Nelson 
text.  
Written assignment. 
FIVE Working with the AccessData tool suite, 
including FTK imager, the imager interface, 
and imager functionality. 
Semester Exam I 
Reading: Chapter 2 in Carbone 
text.  
Written assignment. 
SIX Microsoft Windows Registry structure, 
main features of the Registry viewer, and 
integrating the Registry viewer with FTK. 
Reading: Chapter 3 in Carbone 
text. Written assignment. 
Forensics Project 2. 
SEVEN Mobile device basics, data acquisition 
procedures for mobile devices, and mobile 
device forensic tools 
Reading: Chapter 12 in Nelson 
text.  
Written assignment. 
EIGHT AccessData FTK forensics tool to create a 
new digital forensics investigation case, 
including preparation, acquisition and 
Reading: Chapter 4 in Carbone 
text.  
Written assignment. 
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preservation, analysis, and reports and 
presentation. 
NINE Difference between client and server in 
email systems, examining email messages 
and headers, tracing email message, 
network email logs, and email servers and 
server logs. 
Reading: Chapter 11, sections 
1-4, in Nelson text.  
Written assignment.  
Forensics Project 3. 
TEN Specialized email forensics tools, such as 
OSForensics with a hexadecimal editor.  
Semester Exam II 
Reading: Chapter 11, section 
5, in Nelson text.  
Written assignment. 
ELEVEN Processing a digital forensics case using 
AccessData FTK by creating bookmarks, 
carving the data, narrowing the case with 
filters, searching the case with keywords, 
and reporting the results. 
Reading: Chapter 5 in Carbone 
text.  
Written assignment. 
TWELVE Overview of cloud computing, legal 
challenges of cloud forensics, technical 
challenges in cloud forensics, accessing 
evidence in the cloud, and conducting a 
cloud forensic investigation. 
Reading: Chapter 13 in Nelson 
text.  
Written assignment. 
Forensics Project 4. 
THIRTEEN Preparing forensic evidence for testimony, 
preparing for expert testimony in court, and 
preparing for expert testimony in a 
deposition or hearing. 
Reading: Chapter 15 in Nelson 
text.  
Written assignment. 
FOURTEEN Ethical responsibilities of an Expert 
Witness, applying ethics and codes of ethics 
to Expert Witnesses, and other 
organizations’ codes of ethics. 
Reading: Chapter 16 in Nelson 
text.  
Written assignment. 
FIFTEEN Final Exam  
 
SUGGESTED TEACHING METHODOLOGIES: (e.g. group presentations, research paper, lecture) 
 
Lecture, class discussion, small group work, forensics projects, video resources, and digital forensics websites. 
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MAPPING COURSE LEARNING OUTCOMES 
to LEARNING ACTIVITIES and EVALUATION METHODS 
 
  
Course Learning Outcomes 
(CLOs) 
 
 
Learning Activities 
 
Evaluation Methods 
 
Demonstrate the proper use of 
the AccessData (FTK) tool suite, 
data carving tools, and various 
Linux utilities to create a forensic 
image and analyze it. 
Lectures, class discussions, video 
clips and written assignments on the 
materials in chapters 1, 2, 4, and 5 
in Carbone text. 
Semester exams, final exams, 
graded assignments, and 
forensics reports. 
Use the Linux utility dd and a 
hexadecimal viewer to recover 
several deleted files from various 
file systems, such as FAT and 
VFAT. 
Lectures, class discussions, video 
clips and written assignments on the 
material in chapters 3 and 7 in 
Carbone text. 
Semester exams, final exams, 
graded assignments, and 
forensics reports. 
Identify components of the 
Microsoft Windows Registry. 
Lectures, class discussions, video 
clips and written assignments on the 
material in chapter 3 in Carbone 
text. 
Semester exams, final exams, 
graded assignments, and 
forensics reports. 
Describe forensic procedures for 
digital investigations related to 
mobile devices and email. 
Lectures, class discussions, video 
clips and written assignments on the 
material in chapters 11 and 12 in the 
Nelson text. 
Semester exams, final exams, 
graded assignments, and 
forensics reports. 
Debate ethical concerns for 
expert witnesses associated with 
digital investigations. 
Lectures, class discussions, video 
clips and written assignments on the 
material in chapters 15 and 16 in the 
Nelson text. 
Semester exams, final exams, 
graded assignments, and 
forensics reports. 
 
